Shay’s in class examples


Class example: 152.77.0.0

Network ID = 152.77.0.0

default subnet mask = 255.255.0.0; 1111 1111.1111 1111.0000 0000.0000 0000

( 1 octet x 1 octet = 256 x 256 = 65,536 then – 1 bit = 32766 )

Remember always must subtract 2 for the all 0s and all 1s addresses (The first Subnet ID would be the zero subnet and the last would be the same id as the subnet mask of the subnetted octet just as the first Host address is all 0s and the last host address is all 1s)  unless your router supports RFC 1812 in which case you do not need to subtract the two from the NETWORK IDs – but you must still subtract the two from the HOST IDs!

	Subnet Mask
	Subnet Mask
	# of subnet IDs
	# of host IDs

	1000 0000.00000000
	128
	2-2 =0 (invalid)
	32768-2=32766

	1100 0000.00000000
	192
	4-2=2(too few network ids)
	16384-2 =16382

	1110 0000.00000000
	224
	8-2=6
	8192-2=8190

	1111 0000.00000000
	240
	16-2=14
	4096-2=4094 (too few host ids)

	1111  1000.00000000
	248
	32-2=30
	2048-2=2046

	1111 1100.00000000
	252
	64-2=62
	1024-2=1022

	1111 1110.00000000
	254
	128-2=126
	512-2=510

	1111 1111.00000000
	255
	256-2=254
	256-2=254


1111 1111.1111 1111.1111 0000.0000 0000 = 255.255.240.0 =/20 =count the number of contiguous bits

1111 1111.1111 1111.1100 1000.0000 0000 = cannot be a subnet mask

Determine the number of Subnet IDs

255.255.224.0 = 1111 1111.1111 1111.1110 0000.0000 0000

	000
	0
	0 (invalid)

	001
	32
	152.77.32.0

	010
	64
	152.77.64.0

	011
	96
	152.77.96.0

	100
	128
	152.77.128.0

	101
	160
	152.77.160.0

	110
	192
	152.77.192.0

	111
	224
	152.77.224.0 (invalid)


Easy Way

First ‘on’ bit from the furthest right is the first valid id then each is a multiple of the first i/e: 1110 0000= 32, then 32+32=64+32=96+32=128+32=160+32=192+32=224.

	Subnet mask
	Subnet mask
	1st Subnet ID
	Increment by

	1000 0000
	128
	128
	128

	1100 0000
	192
	64
	64

	1110 0000
	224
	32
	32

	1111 0000
	240
	16
	16

	1111 1000
	248
	8
	8

	1111 1100 
	252
	4
	4

	1111 1110
	254
	2
	2

	1111 1111
	255
	1
	1


I/e: 152.77.0.0 with a subnet mask of 255.255.248.0 = 152.77.8.0; 152.77.16.0; 152.77.24.0; etc.

with a mask of 255.255.255.0 = 152.77.1.0; 152.77.2.0; 152.77.3.0; etc.

33.0.0.0 with a subnet mask of 255.240.0.0 = 33.16.0.0; 33.32.0.0; 33.48.0.0; etc.

Host ID in Binary

255.255.224.0 = 1111 1111.1111 1111.1110 0000.0000 0000

First Subnet ID is 152.77.32.0 = 1001 1000.0100 1101.0010 0000.0000 0000

First Host ID is 152.77.32.1 = 1001 1000.0100 1101.0010 0000.0000 0001

Second Host ID is 152.77.32.2 = 1001 1000.0100 1101.0010 0000.0000 0010

Third Host ID is 152.77.32.3 = 1001 1000.0100 1101.0010 0000.0000 0011

Last Host ID is 152.77.63.254 = 1001 1000.0100 1101.0011 1111.1111 1110

Second Subnet ID is 152.77.64.0 = 1001 1000.0100 1101.0100 0000.0000 0000

First Host ID is 152.77.64.1 = 1001 1000.0100 1101.0100 0000.0000 0001

Last Host ID is 152.77.95.254 = 1001 1000.0100 1101.0101 1111. 1111 1110

If you subnet the first Network ID=

152.77.0.0 subnet’s hosts run from 152.77.0.1 to 152.77.31.254

152.77.32.0 subnet’s hosts run from 152.77.32.1 to 152.63.254

152.77.64.0 subnet’s hosts run from 152.77.64.1 to 152.77.95.254

152.77.96.1  subnet’s hosts run from 152.77.96.1 to 152.77.127.254 and so on.

REMEMBER! the hosts always run from .1 to .254

Subnet mask for all is 255.255.224.0

Now a Class C problem.

You have 210.77.10.0 network id

Default subnet mask of 255.255.255.0

You need 5 subnets which can support 25 hosts per subnet.

	Subnet Mask
	Subnet Mask
	# of subnet IDs
	# of host IDs

	1000 0000
	128
	2-2 =0 (invalid)
	128-2=126 (invalid- all zeros)

	1100 0000
	192
	4-2=2(too few network ids)
	64-2=62

	1110 0000
	224
	8-2=6
	32-2=30

	1111 0000
	240
	16-2=14
	16-2=14 (too few hosts)

	1111  1000
	248
	32-2=30
	8-2=6

	1111 1100
	252
	64-2=62
	4-2=2

	1111 1110
	254
	128-2=126
	2-2=0 (invalid)

	1111 1111
	255
	256-2=254
	0 (invalid)


Remember – all hosts on the same physical segment share the same network id and subnet mask but must have a custom host id!

	000
	0
	0 (invalid)

	001
	32
	210.77.32.0

	010
	64
	210.77.64.0

	011
	96
	210.77.96.0

	100
	128
	210.77.128.0

	101
	160
	210.77.160.0

	110
	192
	210.77.192.0

	111
	224
	210.77.224.0 (invalid)


Host IDs:

210.77.10.0 with 255.255.255.224

Host ID in Binary 255.255.255.224 = 1111 1111.1111 1111.1111 1111.1110 0000
First Subnet ID is 210.77.10.32 = 1101 0010.0100 1101.0000 1010.0010 0000

First Host ID is 210.77.10.33 = 1101 0010.0100 1101.0000 1010.0010 0001
Second Host ID is 210.77.10.34 = 1101 0010.0100 1101.0000 1010.0010 0010

Third Host ID is 210.77.10.35 = 1101 0010.0100 1101.0000 1010.0010 0011

Last Host ID is 210.77.10.62 = 1101 0010.0100 1101.0000 1010.0011 1110

Second Subnet ID is 210.77.10.64 = 1101 0010.0100 1101.0000 1010.0100 0000

First Host ID is 210.77.10.65 = 1101 0010.0100 1101.0000 1010.0100 0001

Last Host ID is 210.77.10.94 = 1101 0010.0100 1101.0000 1010.0101 1110

	Subnet ID
	1st  Host
	Last host

	210.77.10.0 invalid
	210.77.10.1
	210.77.10.30

	210.77.10.32
	210.77.10.33
	210.77.10.62

	210.77.10.64
	210.77.10.65
	210.77.10.94

	210.77.10.96
	210.77.10.97
	210.77.10.126

	210.77.10.128
	210.77.10.129
	210.77.10.158

	210.77.10.160
	210.77.10.161
	210.77.10.190

	210.77.10.192
	210.77.10.193
	210.77.10.222

	210.77.10.224 invalid
	210.77.10.225
	210.77.10.254


Remember – no all 1s or all zeros. Stick to binary for class Cs—easier.

Subnetting more than one octet:

133.10.0.0 = class B 

Default subnet mask of 255.255.0.0; we will subnet the last two octets

	Subnet Mask
	Subnet Mask
	# of subnet IDs
	# of host IDs

	1111 1111.0000 0000
	255.0
	256-2=254
	256-2=254

	1111 1111.1000 0000
	255.128
	512-2=510
	128-2=126

	1111 1111.1100 0000
	255.192
	1024-2=1022
	64-2=62

	1111 1111.1110 0000
	255.224
	2048-2=2046
	32-2=30

	1111 1111.1111 0000
	255.240
	4096-2=4094
	16-2=14

	1111 1111.1111 1000
	255.248
	8192-2=8190
	8-2=6

	1111 1111.1111 1100
	255.252
	16384-2=16382
	4-2=2

	1111 1111.1111 1110
	255.254
	invalid
	2-2=0 invalid

	1111 1111.1111 1111
	255.255
	invalid
	0 invalid


Classless – forget A, B, C etc.

classful was an inefficient use of IPs, and made for overuse of Internet routers. 232  = 4 billion addresses. imagine how many routes a router would need to know! Routers needed Router Aggregation (summation) to speed the process up. 

ISP allocated an address of 206.10.0.0 subnet mask of 255.255.0.0

	Customer 
	One
	Two
	Three
	Four
	Five

	needs #
	4000
	2000
	2000
	4000
	1000

	Subnet ID
	206.10.16.0
	206.10.8.0
	206.10.32.0
	206.10.48.0
	206.10.4.0

	Subnet mask
	255.255.240.0
	255.255.248.0
	255.255.248.0
	255.255.240.0
	255.255.252.0

	IP Address Range
	206.10.16.1 to 206.10.31.254
	206.10.8.1 to 206.10.15.254
	206.10.32.1 to 206.10.39.254
	206.10.48.1 to 206.10.63.254
	206.10.4.1 to 206.10.7.254


Customer 3 must go up by 8s; customer 4 must go up by 16s

How many needed? Figure out Subnet Mask needed without overlap.

Routing protocol must support Variable Subnet Masking.

Customer 2 is needing 2 subnets: 206.10.8.0, SNM of 255.255.248.0

	Subnet
	One
	Two

	needs #
	1000
	1000

	Subnet ID
	206.10.8.0
	206.10.12.0

	Subnet mask
	255.255.252.0
	255.255.252.0

	IP Address Range
	206.10.8.1 to 206.10.11.254
	206.10.12.1 to 206.10.15.254


They can only use allocated numbers, not 206.10.4.0!

Customer 4 also needs two subnets: 206.10.48.0, SNM of 255.255.240.0

	Subnet
	One
	Two

	needs #
	2000
	2000

	Subnet ID
	206.10.48.0
	206.10.56.0

	Subnet mask
	255.255.248.0
	255.255.248.0

	IP Address Range
	206.10.48.1 to 206.10.55.254
	206.10.56.1 to 206.10.63.254


To the Network Access Point (NAP) everyone would look like 206.10.0.0 with 255.255.0.0

Routing example:

A packet for 206.10.8.52 is at the NAP. The NAP looks at its routing table and sees that it should go to the ISP assigned that range of numbers. (it only looks at the first 2 octets as that is the masked part)

The router at the ISP receives the packet and looks at its routing table and sees that it belongs to the portion assigned to Customer 2 (it looks at the first three octets as it is masked).

Customer 2s router then receives the packet and forwards it to its final destination on subnet one.

Each router only needs to get the packet to the next router down the line.
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